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Introduction

• Name 

• Number on the list 

• Experience 
• RIPE Database 

• RIPEstat 

• RIPE Atlas 

• Goals



• Introduction to RIPE and the RIPE NCC  

• Introduction to RIPEstat 

•More about widgets 

•Exercise A: Querying for a Resource 

• Visualising BGP Routing Information 

•Exercise B : BGPlay 

•Reporting Abuse 
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Overview 2 - RIPE Atlas 

R
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• Introduction to RIPE Atlas 

• Using RIPE Atlas as a Visitor 

• Looking up Public Probes 
• Finding  Results of Public Measurements 
• Creating a Measurement 

• Demo: Create a Measurement 
• Exercise C: Create a measurement 

• Network Monitoring 
• Exercise D: Using Streaming API 

• Command-line Interface Toolset 
• Exercise E: Using RIPE Atlas CLI 

• More RIPE Atlas Features 
• Take Part in the Atlas Community



Introduction to the RIPE NCC

Section 1
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RIPE NCC - Who are we?

• Located in Amsterdam 

• Not-for-profit 
organisation 

• One of the five 
Regional             
Internet  Registries 
(RIRs) 

• 13,000+ members 
(LIRs)
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Our service region 
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What do we do?

• Distribute IPv4, IPv6, ASNs 

• Training courses 

• RIPE Database 

• Support RIPE community  

• RIPE Atlas, RIPEStat, Resource Certification
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RIPE (Reséaux IP Européens)

• Started in 1989 

• Discussion forum open to all parties 

• Not a legal entity, no formal membership 

• Develops policies 

• Work done in Working Groups 

• Activities on a voluntary basis 

• Decisions by consensus



Introduction to RIPEstat
Section 2
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What is RIPEstat?
One interface for Internet data and statistics 

“One-stop shop”
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What data? What sources?

• RIPE Database 

• Other RIR data 

• BGP routing data (RIS) 

• Active measurements (RIPE Atlas, DNSMON) 

• Geolocation (third party) 

• Blacklist data (third party) 

• More…
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Landing page
RIPEstat shows 

your own IP/ASN
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Query Types

• IPv6 address/prefix 

• IPv4 address/prefix 

• ASN 

• Hostname 

• Country code
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Results page

Widgets

More tabs 
with results
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Why use RIPEstat?

• For your own network: 
- Is someone else announcing my prefix? 

- How visible is my new IPv6 network? 

- Is my BGP routing consistent with the Routing Registry? 

- Are my DNS and reverse DNS consistent? 

- Location of my customers’ prefixes 

- Was my prefix visible yesterday in Tokyo?
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Why use RIPEstat?

• For viewing other networks: 
- How many IPv6 prefixes are announced in my country? 

- IPv6 in my country compared to neighbours 

- Who has more peers, AS1 or AS2? 

- How does the upstream outage look? 

- Is the prefix/ASN that I want already announced? 

- Which ASN announces an IP? 

- Where can I report abuse from an IP?
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RIPEstat Interfaces

•https://stat.ripe.net 

•RIPEstat widget API 

•RIPEstat data API

https://stat.ripe.net


More About Widgets
Section 3



21

Get the data behind the widget!
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Shareable results URL

• Immutable shareable URL for each result! 

• URL includes: 

- Zoom 

- History

 time zoom
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Where’s the data from? 
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Freshness and timescale of the data

• Timestamp and time period 

• Different widgets = different update frequency 

• Adjustable usually 
- Limits: different maximum granularities
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Embed the widget!
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Embedding widgets on your site

• ISP embedded 
widgets on its page

Prefix Count 
widget 

AS Path Length 
widget 
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Widgets List 

https://stat.ripe.net/widget/list 

https://stat.ripe.net/widget/list


Querying for a 
Resource

Exercise A



Visualising BGP 
Routing Information

Section 3
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Querying

• IP or ASN queried? 
- You get different widgets! 

• ASN often visualised based on the prefixes it 
announces
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RIS - Routing Information Service

• RIPE NCC collecting 
BGP information 
since 1999 
-  Raw data: ris.ripe.net 

• 15 route collectors 
600+ peers  

• RIPEstat visualises 
RIS data

http://ris.ripe.net
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At-a-glance view: Prefix queried
Announced?
By which AS?

Announced?
By which AS?

What % visible?
Since when?

Registered in 
the RIPE 

Database?
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At-a-glance view: ASN queried

Announced?

The rest is the same

as for a prefix
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BGPlay

• See how your network is routed 
- Announcements 

- Withdrawals 

- Path changes 

• Shows routing history  
- Animated graphic 

- Highly interactive 

https://stat.ripe.net/widget/bgplay

https://stat.ripe.net/widget/bgplay


35

BGPlay
Control panel:  
•  Covered time  period 
•  RRC selection

Interactive animated 
graph

Control timeline

BGP event, ASN 
or ASN path details

Detailed timeline 
with events

click play

click play click play movie
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BGPlay

  Examples:                  (2013/8/28-30) 
• Prefix with announcements & 

withdrawals: 
84.205.64.0/24 

• Check IPv6 connectivity: 
2001:67c:2e8::/48 

• Multi-homed prefix: 
199.7.80.0/24 

• BGP hijacking 
2008-02-28: 208.65.153.0/24  
Youtube traffic by Pakistan Telecom 
AS17557 

• Blackholing: 
193.33.96.64
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Prefixes visible for this ASN

Time period  
shown in widget 

Default:  
last two weeks 

IPv4 vs IPv6? 
Sort by prefix 

or 
Search “.” vs “::” 
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Announced Prefixes: useful for ASN
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History of prefixes announced by ASN

Time scale 
selectionsubdivide prefixes  

according to first hop  
after queried ASN



BGPlay
Exercise B



Reporting Abuse
Section 4
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What to do if your network is attacked?

• Spam or unauthorised access? 
- Find IP in message headers or logs 

• Want to contact their admin? 
- Find the correct email for reporting abuse 

• RIPE Database 
- Contact details for every ASN and IP address   

- In Europe, Middle East, Central Asia 
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Reporting Abuse

• Take action with the Abuse Contact Finder 
 
https://stat.ripe.net/abuse 

In -depth information 
about abuse

Enter IP address

https://stat.ripe.net/abuse
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Reporting Abuse

Email contact to report 
abuse

Rating of the contact
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Reporting Abuse

Details about the resource and abuse contact:



Questions



RIPE Atlas
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Overview 2 - RIPE Atlas 

R
IP

E 
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• Introduction to RIPE Atlas 

• Using RIPE Atlas as a Visitor 

• Looking up Public Probes 
• Finding  Results of Public Measurements 
• Creating a Measurement 

• Demo: Create a Measurement 
• Exercise C: Create a measurement 

• Network Monitoring 
• Exercise D: Using Streaming API 

• Command-line Interface Toolset 
• Exercise E: Using RIPE Atlas CLI 

• More RIPE Atlas Features 
• Take Part in the Atlas Community



Introduction to RIPE Atlas
Section 5
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Goals

• Learn how to use RIPE Atlas for network 
monitoring and troubleshooting 

• Get answers to your questions
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RIPE Atlas 

• ….is a global, open, distributed Internet 
measurement platform, consisting of 
thousands of measurement devices that 
measure Internet connectivity in real time
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Global active measurements platform

• Goal: View Internet reachability 

• Probes hosted by volunteers 

• Measurements towards root name servers  
- Visualised as Internet traffic maps  

• Users can also run customised measurements  
- ping, traceroute, DNS & SSL/TLS, NTP and HTTP* 

• Data publicly available 
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RIPE Atlas in numbers: April 2016

•9,400+ probes 

•Countries: 184 

•Originating ASNs:  
3,398 (IPv4) = 6,4% coverage 
1,246 (IPv6) = 11,21% coverage 
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RIPE Atlas Global Coverage
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Measurements Devices

• v1 & v2: Lantronix XPort Pro  

• v3: TP-Link TL-MR3020 powered from USB 
port 
- Does not work as a wireless router  

- Same functionality as the old probe 

• RIPE Atlas anchor: Soekris net6501-70
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Most Popular Features

• Six types of measurements: ping, traceroute, 
DNS, SSL/TLS, NTP and HTTP (to anchors) 

• APIs and CLI tools to start measurements  
and get results  

• Streaming data for real-time results 

• New: “Time Travel”, LatencyMON, 
DomainMON 

• Status checks (Icinga & Nagios)

https://labs.ripe.net/Members/suzanne_taylor_muzzin/ripe-atlas-time-travel-is-here
https://labs.ripe.net/Members/massimo_candela/new-ripe-atlas-tool-latencymon
https://labs.ripe.net/Members/suzanne_taylor_muzzin/ripe-atlas-domainmon-is-here


Using 
RIPE Atlas As a Visitor

Section 6
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Internet Traffic Maps
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Where is B-root? 



60

Probes per ASN (in RIPEstat)
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Where we want to place probes



Looking Up Public Probes
Section 7
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Searching for probes

Filter based on  
ASN, country,  

location...
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Probe page
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Zoomable Ping Graph
• Replace multiple RRD graphs: zoom in/out in time, 

in the same graph 

• Easier visualisation of an event’s details 

• Selection of RTT class (max, min, average)



Finding Results of  
Public Measurements

Section 7
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Looking up Measurements Results
• https://atlas.ripe.net/measurements/ 
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Available visualisations: ping

• List of probes: 
sortable by RTT 

• Map: colour-coded 
by RTT 

• LatencyMON: 
compare multiple 
latency trends
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Available visualisations: traceroute
• List of probes, colour-coded number of hops 

• Traceroute paths map, geolocation using OpenIPMap:                                                          
github.com/RIPE-Atlas-Community/openipmap

https://github.com/RIPE-Atlas-Community/openipmap
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Available visualisations: DNS
• Map, colour-coded response time or diversity 

• List of probes, sortable by response time
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Downloading Measurements Results

• Click on msm, then 
“Download”  

• Or URL 

• Or API  

• Results in JSON 

• Libraries for parsing                                        
on GitHub 
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Search for Measurements by Target in RIPEstat

Go to “RIPEstat > 
“RIPE Atlas Activity”
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Finding one specific measurement

• If you know the measurement ID: 
- https://atlas.ripe.net/measurements/ID 

- https://atlas.ripe.net/measurements/2340408/
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Use Existing Measurements

• Many measurements already running!  

• Search for existing public measurements 
first… 

• Only then schedule your own measurement



Creating a Measurement
Section 8
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Prerequisites 

• RIPE NCC Access account ? 
- If not, create one: ripe.net/register  

• Do you have credits to spend? 
- Redeem voucher “Vienna2016 ” online: 

 https://atlas.ripe.net/user/credits/?page=2#!redeem 

• Redeem LIR credits monthly

http://ripe.net/register
https://atlas.ripe.net/user/credits/?page=2#!redeem
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Logging In 

• Log in to atlas.ripe.net 
- Use your RIPE NCC Access account 

- Same account for LIR Portal, RIPE Atlas, RIPEstat,      
RIPE Labs...  

- Create an account if you don’t already have one

http://atlas.ripe.net
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Create a Measurement Using the GUI 

• Periodic, long-term measurement 
- Single measurement?  Choose “one-off” 

• Choose type, target, frequency, number of 
probes, region… 

• You will spend credits 

• Each measurement: unique ID
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Credit System 

• Measurements cost credits  
- ping = 10 credits, traceroute = 20, etc. 

• Why? Fairness and avoid overload  

• Hosting a probe earns credits 

• Earn extra credits by:  
- Being a member 

- Hosting an anchor  

- Sponsoring probes
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Credits

Give credits 
to someone

My Atlas



DEMO
Create a Measurement (GUI) 
Explore advanced parameters



Create a Measurement
Exercise C
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Tasks
• Create a TCP traceroute measurement: 

- Involving 10 probes 

- The closest five to the training course location (Vienna) 

- To a target of your choice  

- Duration of two days 

- Repeated every 60 seconds



Network Monitoring
Section 9
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Network Monitoring

• Tools to monitor network health 
- Nagios & Icinga 

• Tools receive input from RIPE Atlas via the API  

• Benefits:  
- Pings from 1000 out of thousands of probes worldwide 

- See your network from the outside   

- Plug into your existing practices 
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Steps for integration 

1. Create a RIPE Atlas ping measurement  

2. Go to “status checks” URL (RESTful API call) 
- https://atlas.ripe.net/api/v1/status-checks/2340408/?

median_rtt_threshold=10 

- https://atlas.ripe.net/docs/status-checks/ 

3.  Add your alerts in Nagios or Icinga 
- Make use of the built-in “check_http” plugin 

- https://github.com/RIPE-Atlas-Community/ripe-atlas-
community-contrib/blob/master/
scripts_for_nagios_icinga_alerts 

https://atlas.ripe.net/api/v1/status-checks/2340408/?median_rtt_threshold=10
https://atlas.ripe.net/docs/status-checks/
https://github.com/RIPE-Atlas-Community/ripe-atlas-community-contrib/blob/master/scripts_for_nagios_icinga_alerts
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RIPE Atlas streaming
• Receive measurement results - in real time 

- Publish/subscribe through web sockets 

• Three types of data: 
- Measurement results  

- Probe connection status events 

- Measurements metadata
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RIPE Atlas streaming
• Visualising network outages 

-http://sg-pub.ripe.net/demo-area/atlas-stream/conn/ 

• Real-time server and performance monitoring 

• Filtering and reusing measurement results 

- https://atlas.ripe.net/docs/result-streaming/

http://sg-pub.ripe.net/demo-area/atlas-stream/conn/
https://atlas.ripe.net/docs/result-streaming/
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How it Works (Client)
1.Create a socket 

2.Create a callback (function)  
- for each event type 

- to be executed for each message received 

3.Start listening to the channel 

4.Declare what you want to receive for that 
event type



Using streaming API
Exercise D
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EX1: Monitoring server reachability 
• Scenario: customers complaining it takes long 

time to reach your server  

• Action: ping your server from 500 probes  
- what is an acceptable latency threshold? 

- notice and react when you start receiving samples 

• Task: Use the ping measurement ID 2340408 
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Steps

1.Go to  
http://atlas.ripe.net/webinar/streaming01.html 

2.Open the development console 

3.Wait for results to arrive 

4.Save the HTML file locally and edit the code

http://atlas.ripe.net/webinar/streaming01.html
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before



94
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Page Source
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Example of results
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EX2: Monitoring server reachability 
• Imagine you are in the situation described in 

the exercise before, but you didn’t schedule a 
measurement in advance 
- You don’t have a measurement ID 

• You want to get all the measurements 
reaching 193.0.10.197 

• Now restrict the results to just include ping 
measurements
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Hint  for EX2

socket.emit("atlas_subscribe", {  
    stream_type: "result",  
    msm: "2340408",  
    type: "ping",  
    destinationAddress: "193.0.10.197"  
});

• Documentation: 
- https://atlas.ripe.net/docs/result-streaming/

https://atlas.ripe.net/docs/result-streaming/


Command-line Interface 
(CLI) Toolset

Section 10
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RIPE Atlas CLI
• Network troubleshooting for command line 

pros  

• Familiar output (ping, dig, traceroute) 

• Linux/OSX 
- http://ripe-atlas-tools.readthedocs.org/en/latest/

installation.html#requirements-and-installation 

• Windows [experimental] 
- https://github.com/chrisamin/ripe-atlas-tools-win32

http://ripe-atlas-tools.readthedocs.org/en/latest/installation.html#requirements-and-installation
https://github.com/chrisamin/ripe-atlas-tools-win32
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RIPE Atlas CLI
• Open source 

-  RIPE NCC-led community contribution 

• Documentation 
- https://ripe-atlas-tools.readthedocs.org/ 

• Source:  
- https://github.com/RIPE-NCC/ripe-atlas-tools/

https://ripe-atlas-tools.readthedocs.org/
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Install  RIPE Atlas tools 

• OSX: 
- sudo easy_install pip 

- sudo pip install ripe.atlas.tools 

• Linux: 
- available from many package repositories 

- or same as in OSX
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Install  RIPE Atlas tools (L)

• sudo easy_install pip 

• sudo pip install ripe.atlas.tools
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Configure RIPE Atlas CLI
• Use the API key 

- Create it at https://atlas.ripe.net/keys/ 

• Configure your CLI 
- ripe-atlas configure --set authorisation.create=MY_API_KEY



Create API Key

• Go to MyAtlas 

• Click on “Create an API Key” 

• Choose type: “create a new user-defined 
measurement” 

• “Object” is not applicable (N/A) for this type 

• Give it a label



Task 1.2: Create API Key (cont’d)

• Give it duration of validity (or empty if default 
value) 

• “Key” value will be passed on to the API call
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Fetch an existing measurement
• Fetch the ping measurement 2340408 

- ripe-atlas report 2340408
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Search probes
• Search all probes in AS 3333 

- ripe-atlas probes --asn 3333 

• Show specific fields 
- ripe-atlas probes --asn 3333 --field asn_v6 --field country  

--field is_public --field description --field status 

• Search for probes in and around Paris 
- ripe-atlas probes --location "Paris, France" --radius 15 
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Create a measurement
• Create a ping measurement to wikipedia.org 

- One-off, default parameters 

- ripe-atlas measure ping --target wikipedia.org

http://wikipedia.org
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Other examples of ping
• Geo-specific from 20 probes from Canada: 

- ripe-atlas measure ping --target example.com --probes 20 
--from-country ca 

• 20 Canadian probes that definitely support 
IPv6: 
- ripe-atlas measure ping --target example.com --probes 20 

--from-country ca --include-tag system-ipv6-works 

•  Create a recurring measurement: 
- ripe-atlas measure ping --target example.com --interval 

3600



Using RIPE Atlas CLI
Exercise E
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Search probes
• Use the traceroute command to test the 

reachability of wikipedia.org on TCP port 443 
from 20 probes in France 

• Render the results collected in the previous 
exercise in json format

http://wikipedia.org


More RIPE Atlas Features
Section 11



114

Secure Measurement creation and sharing

• Use API keys to:  
- Create measurements without logging in  

- Securely share your measurement data with others 

• To create, manage and delete API keys: 
- https://atlas.ripe.net/keys/ 

- https://atlas.ripe.net/docs/keys2/  

• Examples: 
- https://atlas.ripe.net/docs/rest/

https://atlas.ripe.net/keys/
https://atlas.ripe.net/docs/keys2/
https://atlas.ripe.net/docs/rest/
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Security Aspects

• Probes: 
- Hardware trust material (regular server address, keys) 

- No open ports; initiate connection; NAT is okay 

- Don’t listen to local traffic  

- No passive measurements 

• Measurements triggered by “command servers” 
- Inverse ssh tunnels


• Source code published
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Additional Membership Benefits

• RIPE Atlas:  

- Guaranteed to host a probe 

- Do NOT have to host probe to perform customised 
measurements 

- 1,000,000 extra credits monthly via LIR Portal 

- “Quick Look” measurements via LIR Portal 

- IPv6 reachability testing (free) 

- Share probe management with LIR colleagues 

• RIPEstat:  

- Historical view of RIPE Database objects 



Take Part in the  
RIPE Atlas Community

Section 12
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RIPE Atlas community (part 1)
• Volunteers host probes in homes or offices 

• Organisations host RIPE Atlas anchors 

• Sponsor organisations give financial support 
or host multiple probes in their own networks
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RIPE Atlas community (part 2)

• Ambassadors help distribute probes at 
conferences, give presentations, etc. 

• Developers contribute free and open software 

• Network operators create measurements to 
monitor and troubleshoot 

• Researchers and students write papers
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Hosting a probe

• Create a RIPE NCC Access account 

• Go to https://atlas.ripe.net/apply  

• You will receive a probe by post  

• Register your probe 

• Plug in your probe  

• If you receive a probe from an ambassador 
(trainer, sponsor, someone at a conference), 
just register it and plug it in!

https://atlas.ripe.net/apply
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Contact us
• https://atlas.ripe.net  

• http://roadmap.ripe.net/ripe-atlas/ 

• Users’ mailing list: ripe-atlas@ripe.net   

• Articles and updates: https://labs.ripe.net/atlas   

• Questions and bugs: atlas@ripe.net 

• Twitter: @RIPE_Atlas and #RIPEAtlas

https://atlas.ripe.net
http://roadmap.ripe.net/ripe-atlas/
mailto:ripe-atlas@ripe.net
https://labs.ripe.net/atlas
mailto:atlas@ripe.net


Questions
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http://academy.ripe.net

Graduate to the next level!
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@TrainingRIPENCC
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Feedback!
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