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Schedule

09:00- 09:30 Coffee, Tea
11:00 - 11:15 Break
13:00 - 14:00  Lunch
15:30 - 15:45  Break
17:30 End



Introduction

® Name

® Number on the list

® Experience

‘R
‘R

PE Database

PEstat

- RIPE Atlas

e Goals



Overview 1 - RIPEstat

e Introduction to RIPE and the RIPE NCC
e Introduction to RIPEstat

* More about widgets

e Exercise A: Querying for a Resource

RIPEstat

e Visualising BGP Routing Information
e Exercise B : BGPlay
* Reporting Abuse



Overview 2 - RIPE Atlas

RIPE Atlas

e Introduction to RIPE Atlas
e Using RIPE Atlas as a Visitor

e Looking up Public Probes
* Finding Results of Public Measurements
 Creating a Measurement
e Demo: Create a Measurement
e Exercise C: Create a measurement
* Network Monitoring
e Exercise D: Using Streaming API
e Command-line Interface Toolset
e Exercise E: Using RIPE Atlas CLI
e More RIPE Atlas Features
e Take Part in the Atlas Community
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Introduction to the RIPE NCC

Section 1



RIPE NCC - Who are we? &

,

Located in Amsterdam

Not-for-profit
organisation

One of the five
Regional

Internet Registries
(RIRs)

13,000+ members
(LIRS)




Our service region

-/ RIPE NCC

RIPE NETWORK COORDINATION CENTRE

.O
lacnic®



What do we do? &
e Distribute IPv4, IPv6, ASNs

e Training courses
e RIPE Database

e Support RIPE community
e R|IPE Atlas, RIPEStat, Resource Certification



RIPE (Reséaux IP Européens) &
e Started in 1989

e Discussion forum open to all parties

e Not a legal entity, no formal membership
e Develops policies

e \Work done in Working Groups

e Activities on a voluntary basis

* Decisions by consensus RIPE

10
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Introduction to RIPEstat

Section 2



What is RIPEstat?

One interface for Internet data and statistics

"One-stop shop”

RIPE NCC

RIPEstat

12



What data? What sources? <h

e RIPE Database

e Other RIR data

e BGP routing data (RIS)

e Active measurements (RIPE Atlas, DNSMON)
e Geolocation (third party)

e Blacklist data (third party)

e More...

13



Landing page
RIPEstat shows
your own IP/ASN

RIPEstat Home « Search RIPEstat

About RIPEstat >

Documentation > » | Search
Use Cases > eg: P prefisdrange, IPv6, ASN

Your IP address Is:
2001:67c:2¢8:9-100:14e6 | 00@0

System Statistics Lostin the —
address space? :

1,252,054 Find your way with the “

Conmpelebs widget.

Processing RIPE Atlas and RIPEstat
Data with Hadoop

'

Nov 19, 2015
Updates to the RIPE NCC Routing =
nSonmation Servios About RIPEstat Documentation Use Cases
Oct 12,2015 FAQ nterfaces & AP's Notable Network Events
he Internet In North Xorea - Hanging )
by 3 Single Thread? Data Sources Demos Compare Results
Aug 26, 2015

Widget Ust Roadmap Looking for Abuse
S It Really Worth Peering at IXPS? A
Comparative Study op Queries Changelog Global Internet Statistics
Aug 03, 2015

Workshops Nown Issues

RIPE Atlas Dataviz Hackathon Results
Apr 10, 2015 eedback



Query Types

e |Pv6 address/prefix
e |Pv4 address/prefix
e ASN

e Hostname

e Country code

15



More tabs
with results

Results page

RIPE

NCC

fYying O

Aralyie

“ ' FOrmaton by sigring = with thew 5y

Prefix Overview (122020072
.\‘
v Announced )

Thes prefm o anvourced by

AS3333

e
Inetnum: 193.0.18.0-
193.021.255 |

T E NCC mrembers (o a0t ess Nealor v
4 1
N

RN Access acoount

e dea R e

Q

4 . DY B O O
Gecke (1320200 V2

" a— o ae

Dets 15 based on MaxMing s Geolits Oty
89  dats st and wid for ™e viated guery

e (see Db

[ e e )

RouTng Stet s (1900000023

= ——
2 X

7 -
A' 20521 08 9000 UTC
L 170200723 wes 100% vialde by 101 of
AN RIS WA prers)

o ewer Seen arounced by ASEIEL o

-03-27 000000 UTC

Jnpnated by ASKINS

NO We55-5000% Covering prefiues

Resuins estiude routes wih very low
"

visdley fess than § RIS peers weeng)

e b il caw o e ol
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Why use RIPEstat?

e For your own network:

- |s someone else announcing my prefix?

- How visible is my new IPv6 network?

- Is my BGP routing consistent with the Routing Registry?
- Are my DNS and reverse DNS consistent?

- Location of my customers’ prefixes

- Was my prefix visible yesterday in Tokyo?

17



Why use RIPEstat?

e For viewing other networks:

- How many IPv6 prefixes are announced in my country?
- IPv6 in my country compared to neighbours

- Who has more peers, AS1 or AS2?

- How does the upstream outage look?

- Is the prefix/ASN that | want already announced?

- Which ASN announces an IP?

- Where can | report abuse from an IP?

&

18



RIPEstat Interfaces

e https://stat.ripe.net

¢ RIPEstat widget API

e RIPEstat data API

RIPE stat
Prefia Overview (112 JO O
Ths prefin i darvinrsted by
AV AD e AS53333
ACtVry LA ANA Begary rhne—ge o

-
Goolix (R0 280N
ey r——
.. ~————y
h
- XNy
Lowebom
Siaes German

.
g P S Rt o Sy —

0 LSt Oeta i
Dt b Dased o0 MasVing's Geol e Oty

) 590 500 a0 W20 Tor 1 SLING Qv
T (e Delow)

e STt e et oA

iy e e nta per=aace e

Reghrtry Bepwser (190.0 20028

Prefix Overview (140.78.0.0/16)

This prefix is announced by
AS1208
JKU-LINZ-AS University Linz AT
and is pan of 140.0.0.0/8, Legacy space,
administered by ARIN. ]

Showing seaulis for 180.75.0.0M6 & of 20140407 080000 UTC

sou'ce data embed code permalink Indo

\ ”
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https://stat.ripe.net
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More About Widgets

Section 3



Get the data behind the widget!

L
Allocation History (AS3333) ® ..

e

L- 0-65535(1ANA)
B 0-65535() _—
I 3154-3353(RIPE NCC)

"Il 3200-3353(RIPE NCC)

M 3200-335300

r-;m;}__—ﬂﬁ‘bw’

Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 2012 Jan 2013
- | " |
2005 2010

embed code permalink info

ombed code permalink Info

Get the data behind this widget with the Data API

https /stat.ripe.net/data/aliocation-history/data. json?resource=AS3333 <
AN

N,

“cached": true,
"data": {
"quory ondtime®: "2014-08-06T00:00:00",
"query_starttime®: "2000-01-01T7T00:00:00"%,
"resource”: "3333°,
*results*: {
TIANAT: [

"resource”: "0-65535",
“status®: "IANA",
“timelines": [
{
"ondtime": "2007-10-11T00:00:00",
"starttime®: "2007-10-11T00:00:00"
b
{
"endtime": "2008-11-03T00:00:00",
"starttime”: "2007-10-27T00:00:00"
be



Shareable results URL

Allocation History (AS3333) ® .

L.o-essss(mmp
B 0-65535()

Bl 3154-3353(RIPE NCC) -l

I" B 3209-3353(RIPE NCC)
B 3209-33530 S

- -
time zoom
r-m_ﬁ
Jan 2010 Jul 2010 Jan 2011 Jul 2011 .m/?o/w Jul 2012 Jan 2013
- 1 - !
2005 2010

Showing results for AS3333 from 2000-01-01 00:00:00 UTC 1o 2014-08-06 00:00:00 UTC

source data embed code permalink info

Permalink
https://stat.ripe.net/widget/allocation-history#w.resource=AS3333 open

Immutable shareable URL for each result!
URL includes:
- Zoom

- History

22



Where’s the data from?

Allocation History (AS3333)

L
"

L-osssasmrw

Ml 0-65535()

I 3154-3353(RIPE NCC)
|" I 3209-3353(RIPE NCC)

—Mﬁd

| REGRRKEC — W

b= -

Jan 2010 Jul 2010

Showing results for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC

Jan 2011 Jul 2011 Jan 2012 Jul 2012 Jan 2013
. F
| I " |
2005 2010

orce dans embed code perraink o

What does this widget show?
Allocation Mstory Seokays informason about alocasons and dvect assignments of prefines or AS
rumbors.

How can the visualisation be Interpreted?

Whon 10 quoriad resowrco was a profic. the gragh will show how Pat prefix and rofatod (mone o
085 S000NC prefans) wore aliocated Ower time. When the queried resourco was on ASN. e graph
will show the allocation of that ASN
The legend will dsplay all resowoes, INCLING TOse which aro Not announced during the Sme range
Saplayed. B & possbio 1 change the dapiayod Sme pericd with the Smeline selecir undemeath the
raph.

r —%

Na )

The shaded asea is Saplayed in the gragh. This arca can be adjusied by moving 10 the lofh or right
ond of he shaded area and then dragging 1 10 the desired cation, It is PO 10 Changs Not only
e Sl and ond Bime, Dt 8ls0 1o length of 1he period which & shown,

ooe 04 s

What is the data source?
The RIA stasstcs fes sumMmaniso the curmont state of AloCations and assgrmonts of inamat
rumber resourced. They are inonded 10 peovido & seasehot of the siatus of Istemet fnusber
MSOWCOS, WENOW any Yansactonal or historical detalis. Find detalls for cach RIR hore
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Freshness and timescale of the data

Allocation History (AS3333) ® ..

source data - S ’ embed code permalink info

* Timestamp and time period
e Different widgets = different update frequency

e Adjustable usually

- Limits: different maximum granularities

24



Embed the widget!

. L
Allocation History (AS3333) ¢ %

L-O-GSSSS(IANA)

Ml 0-65535()

I 3154-3353(RIPE NCC)
"I 3209-3353(RIPE NCC)

| REERCKEC — W

-
Jan 2010 Jul 2010 Jan 2011 Jul 2011 Jan 2012 Jul 2012 Jan 2013
_ e
| I " !
2005 2010

Showing results for AS3333 from 2000-01-01 00:00:00 UTC to 2014-08-06 00:00:00 UTC

source cata embed code permaiink Info

Embed this widget on your page

<script sro="https://stat,.ripe.net/widgets/widget_api, )s"></scripts
<div class="stotwdgtouto™s<scriptsripestot.init(Collocation-history"”,
{"resource”:"AS3333"},mull, {"size": "medium”,“disable”: [“controls"]})</script>

Copy and paste this code info an HTML webpage. Note: widget_apijs (the 1st line) only needs to be
included once per page.

For more usage detais please view the RIPEstat Widget AP| documentation.

25



Embedding widgets on your site

* |SP embedded
widgets on its page

Prefix Count
widget

AS Path Length
widget

PESTRACKS | ek g DETAOA

.

Home | Network load Poers PFoering policy Maintenance

Welcome

Welcome 10 1he ASA2053. net Network
ON NS WeDS 08 yOuU CaN J0am aDOUL Our NEtwOr

A St O emirgency you ShoUM contact. +31 (D53 8508812

Network status

There are mO metwork S5ues &t s moment

Network Detalls

MO A0 S0 PLefAINg 100 That Show OfTerent Aiormaion Celals ADOUL Our Netedre. Ths 1004 e QENe el Ly

oe

Prefixes

The tabie Shows every prefin that Orgnated from our AS In the last woek

e of o Prefxes  Addresses

vl Prefxes
PG Prefiaes

]
L

-
-

JJ <an Jud <80 I Jas A

oy “v ‘. s av e o d r CAR

2000 Q002 Q004 Q003 2008 200 2012
D 1y s for ASA200] from 20000101 00:00:00 UTC 20130000
3005 90 Ut
AS Path Length
The Sagram shows e average Pt iid Baietim

——— e wee e - - Mo

ngth of 3l AS paths s n the \ K A 07200

: |
231 waek orgnating from our AS N e v Gy AN [ / AR (PO prepencing
N \° o
N 3 - SN L
. \l i // -
PR / \ | / \» »
FL N~/
4 A 1T R R A
p— wi e
Lt /|\ U\
"1 ' B e = // 1\
Pa ) \ f ™~
7\ + \/ Va2 P
/ L
—_— rl”\
/ 1 a Ve

o \
P Getans
“l‘; » v'ﬁn‘.'. for ASA200) from 20130009 089000 UTC w0 20130000
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Widgets List
https://stat.ripe.net/widget/list

RIPEstat Widgets

This is a complete list of all of the widgets that RIPEstat offers. Each of these widgets can be accessed using the
links below.

When you view a widget you can also get code for embedding it in your own pages. The full procedure for
embedding and configuring widgets is described in the Widget API Documentation,

Show 100 : entries Search:
Title (show slug) ¢ Example  Prefix ¢ d;:’ss & ASN & Hostname C°°£:Y 5
Abuse Contact Finder v v v
Address Space Hierarchy .- v v
Address Space Usage © v v
Allccation History : v v v
Announced Prefixes v
AS Overview v
AS Path Length - v
AS Routing Consistency - v
ASN Neighbours v
ASN Neighbours History i — v
RIPE Atlas Probes -:J-‘“::“—f v v v v

RIPE Atlas Measurement Targets v v v v


https://stat.ripe.net/widget/list

%

Querying for a
Resource

Exercise A



C%

Visualising BGP
Routing Information

Section 3



Querying <

e |P or ASN queried?
- You get different widgets!

e ASN often visualised based on the prefixes it
announces

30



RIS - Routing Information Service

* RIPE NCC collecting
BGP information
since 1999

- Raw data: ris.ripe.net

* 15 route collectors
600+ peers

e R|PEstat visualises
RIS data

31


http://ris.ripe.net

At-a-glance view:

Activity

suggestions

Registered in

the RIPE
Database?

4 Announced? §
3By which AS? ¢

Prefix Overview (140.78.0.0/16)

This prefix is announced by
AS1205
JKU-LINZ-AS University Linz, AT
and is pan of 140.0.0.0/8, Legacy space,
2dminissered by ARIN. U

Showing results for 140.78.0.0/16 &s of 2014-08-13 08:00:00
UTeC

|
source data m“mm)

Registry Browser (140.78.0.0/16)

Last updated on 2014-05-27 &t 12:53:54 UTC.
Show more

netname
descr Johannes Kepler University
country AT
org ORG-JKU1-RIPE

admin-c ULAC1-RIPE

tech-c  ULNA1-RIPE

status LEGACY

mnt-by AS1205-MNT

mnt-by ACONET-LIR-MNT

Showing results for 140.78.0.0/16 as of 2014-08-13 13:26:45
UTeC

; RIPE NCC members can access historical
&) information by signing in with their LIR's RIPE

Geocloc (140.78.0.0/16)

o | Polj-—
i+ . Map | Satelize ©
Belgium G«muy o | oo

L_— . ¥ Prowe

2 Crech Rep Krakow
Paris Md\o lo M_ ~
B v-guz " : "

France % 1.,.,.,"'""'
<—Milen : Romania

Yumo Qun ~ :
Caebia oBu

*_?3"' Map Data' Terms of Use Report a map error
» Geoloc detalls

Data is based on MaxMind's Geol ite City
data set and valid for the stated query time
(see below)

Showing results for 140.78.0.0/16 as of 2014.08-01 00:00:00
uTc

source data embed code permalink info

Prefix queried

Routing Status (140.78.0.0/16)

At 2014-08-13 08:00:00 UTC, 140.78.0. MC

&9 vas 100% visivie (y 97 of 97 RIS full peersF .

@ First ever seen before Jan 2004 ( = beginning
of available data).

Originated by: AS1205 (vakd route cbject in RIPE)
No less-specific covering prefixes.

v & Advanced Settings
Kompare nol 1 waek e|m~ | o Exclude low visibility
routes

Showing resuls for 160.78.0.06 as of 2014-08-1] 08:00:00
UTec

0 Results exclude routes with very low visidility
(less than 3 RIS peers seeing).

source dats embed code permalink info

Announced?
By which AS?
What % visible?

Since when?

32



-a-glance view: AS

The rest is the same

as for a prefix

queried

AS Overview (AS1205)

Holder of this ASN:

Universit
University L

gl rosuits for AS1205 as of 2014
:00:00 UTC

embed code permalink info

Registry Browser (A51205)

Showing resuits for AS1205 &s of 2014
08-13 13:40:15 UTC

RIPE NCC membars can acosss
) historical information by signing in with
thek LIR's RIPE NCC Access account,

embed code permalink info

Geoloc (AS1205)
¢ £ e E Sateline »
Mach ! Yol
e (¢ Verad opritsen
\oth. . v Y T gge
| o W A {
Statond 1110000 ¢ 2o of
- AN Y e N
" Nidan o zegn Y

dap Data Terms of Use Report a map error
* Geoloc detalls

Data is based on MaxMind's Geolite
@) City data set and vald for the stated
Qquery 3ma (500 below)

Showing results for AS1208 as of 2014~
08-01 00:00 UTC

source data
embed code permalink info

Rowuting Status (AS1205)

Al 2014-08-13 08:00:00 UTC, AS1205
50 was viadio 10 100% of 97 IPvd and
2% of 85 IPv6 RIS full peers.

© First ovar 5040 38 ONgIn ANNoUncing
193.186.172.0/22, on 2004-01-03
00:00:00 UTC,

Orignated IPwd peadxes: 3
Ovignated IPVE peadxes: 0
Coserved SGP neighbours: 2

ASess SOACO ANOUnced (IPvd)
67584 WPs

Adress space announced (IPvE): equiv.
10 0 M8s

* 0 Advanced Settings
Comanrd n@ou\u | @ Exclude
low visibility routes

Showing results for AS1208 as of 2014-
08-13 08:00:00 UTC

Results exclude routes wih very low
) visbity (loss than 3 RIS peers
seeing).

Given query time (2014-08-13
080000 UTC) has been changed
because it is earfier than the time
Tre 5 data svailable lor!

sourcs data
embed code permalink info

e ——
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BGPlay

e See how your network is routed
- Announcements
- Withdrawals
- Path changes
e Shows routing history
- Animated graphic
- Highly interactive

https://stat.ripe.net/widget/bgplay

34


https://stat.ripe.net/widget/bgplay

BGPlay

BGP event, ASN
or ASN path details

Control timeline

click play

&

e

Period: 35 days 0 seconds [1585 events] Current instant: 2014-07-08 07:10:00
f

BGPlay (140.78.0.0/16)

Type: [ntial state

Number of ASes: 62

Number of collector peers: 46
Selected RRCs: 0,1,6,7,11,14

Total number of events: 155

Date and time: 2014-07-08 07:10:00

Other

QI (G peer) (

| [ M ]
fl ". J fl 1 I RYA
f

Il I ll | ll mrn l ll [ ll l rrrnrrnnnn ll llll llll i lllll
[l Path Change [l Withdrawal B Announce
( >
451+

sn q,zﬂtq, =
r
21. 13. 11s

n 2014-07-08 07:10:00 UTC %0 2014-08-12 07:10:00 UTC

g
©)
®
N

Interactive animated

click play movie™
A4 L A4

Control panel:
« Covered time period
« RRC selection

graph

Detailed timeline
with events
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BGPlay

o

source data layout options

’ LS
BGPlay (140.78.0.0/16) v
Type: Inital state
Number of ASes: 62
Number of collector peers: 46
Selected RRCs: 0,1,6,7,11,14
Total number of events: 155
Date and time: 2014-07-08 07:10:00
@I ( Coliector peer ) ( Other ) “Dynamic path  ~  Static path
= —
@ L :
v @
& i : o

Period: 3s¢an0noonds(188mm] Current instant: 2014-07-08 07:10:00 (¥
a". r‘| 1'| ,l |l| =\ .‘h‘
,\" |' 0‘o| \ pl,' v\ A
A.
H llllIlllllllllllllllllllllllllllllllll HllllllllllllllIllllllllllllllllIlllllllllllllllllllllllllllll
lmum [ Path Change [l Withdrawal

37

Showing results for 140.78.0.0/16 from 2014-07-08 07:10:00 UTC 1o 2014-08-12 07:10:00 UTC

&

g

embed code permalink Info

e —

Examples: (2013/8/28-30)

* Prefix with announcements &
withdrawals:
84.205.64.0/24

« Check IPv6 connectivity:
2001:67c:2e8:./48

» Multi-hnomed prefix:
199.7.80.0/24

* BGP hijacking
2008-02-28: 208.65.153.0/24

Youtube traffic by Pakistan Telecom
AS17557

 Blackholing:
193.33.96.64
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Prefixes visible for this ASN &

Announced Prefixes (AS1205) o IPv4 vs IPv6?
R Sort by prefix
Show | 10 : entries Search:
or
Prefix ¥ First Seen ? ¢ Last Seen ? Search “.” ys %7
193.186.176.0/22 2014-07-30 08:00:00 UTC 2014-08-13 08:00:00 UTC
193.186.172.0/22 2014-07-30 08:00:00 UTC 2014-08-13 08:00:00 UTC
140.78.0.0/16 2014-07-30 08:00:00 UTC 2014-08-13 08:00:00 UTC

Showing 1 to 3 of 3 entries
Click here to load the entire history, starting from 2004-01-01 00:00 UTC!

B e s S ]

Advanced Settings

Time period
shown in widget
Default:
last two weeks

( Exclude low visibility prefixes

Showing results for AS1205 from 2014-07-30 08:00:00 UTC to 2014-08-13 08:00:00 UTC

@ Results exclude routes with very low visibility (less than 3 RIS peers seeing).

source data embed code permalink info

L e — N ———
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Announced Prefixes: useful for ASN &

LG
Announced Prefixes (AS1205) ® ..

Show 10 : |entries

Prefix v

193.186.176.0/22
193.186.172.0/22
193.171.8.0/24
193.171.32.0/20
193.171.200.0/21
193.170.32.0/21
140.78.0.0/16

Showing 1 to 7 of 7 entries

¥ £ Advanced Settings

First Seen ?

2004-01-22 16:00:00 UTC
2004-01-01 00:00:00 UTC
2008-12-09 08:00:00 UTC
2008-12-09 08:00:00 UTC
2008-12-09 08:00:00 UTC
2008-12-09 08:00:00 UTC
2004-01-01 00:00:00 UTC

(# Exclude low visibility prefixes

A
v

Last Seen ?

2014-08-13 08:00:00 UTC
2014-08-13 08:00:00 UTC
2008-12-11 16:00:00 UTC
2008-12-11 16:00:00 UTC
2008-12-11 16:00:00 UTC
2008-12-11 16:00:00 UTC
2014-08-13 08:00:00 UTC

Showing results for AS1205 from 2004-01-01 00:00:00 UTC to 2014-08-13 08:00:00 UTC

<

@ Results exclude routes with very low visibility (less than 3 RIS peers seeing).

source data

embed code permalink info
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KA

Routing History (AS1205) ‘

Switch to Table View

Show | all :|of @ rows Sortby: (1123 O ® |4 *| o Condensedview

Fliters ( 6 ): @ No large prefixes @ No short timespans & No low visibility

Data resolution: 12 days
m Reset Zoom
R T (N R HEET GRS R BT ] 140.78.0.0/16
AS1205 CRISTTHECS T (TR TR ] 193.186.1....0/22
3 W mqnugaml 193.186.1....0/22
2006 2008 2010 2012 2014

2005

¥ £ Advanced Settings

History of prefixes announced by ASN

~~{_Time scale

Showing results for AS1205 from 2004-01-01 QQ#™=ess= A—
§ subdivide prefixes
source data

selection

embed code permalink info

" according to first hop
after queried ASN
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BGPlay

Exercise B
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Reporting Abuse

Section 4



What to do if your network is attacked?

e Spam or unauthorised access?

- Find IP in message headers or logs

e \Want to contact their admin?

- Find the correct email for reporting abuse

e RIPE Database

- Contact details for every ASN and IP address

- In Europe, Middle East, Central Asia

42



Reporting Abuse

e Take action with the Abuse Contact Finder

https://stat.ripe.net/abuse

RIPEstat Abuse Contact Finder

The RIPEstat Abuse Contact Finder may be able to help you find the email address that should be used to report
network abuse originating from a particular IP address

In -depth information
about abuse

* You can learn more about network abuse in general and what you can do 1o stop it on the RIPE NCC's Abuse

o You can learn mare about how the RIPEstat Abuse Contact Finder works and how to report abuse in this tutorial

on RIPE Labs.
RIPE Abuse Contact Finder 00
Enter an IP address
source dats

For regulsr RIPEStat users: this widget, of course, Can 350 be found on the reguiar resut page in the “Anti Abuse” tab.
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https://stat.ripe.net/abuse

Reporting Abuse

Abuse Contact Finder (2001:67c:2e8:/48) 1D ® .

Email contact to report
abuse

abuse@ripe.net

Contact-Qualty-Rating
L 0 0 I {

"~ This contact can be used 10 report abuse.

Show Complete Details
Info for Resource Holders

Showing results for 2001:67¢:2e8::/48 as of 2013-08-30 14:39:00 UTC

@ Beta status: Please note that even highly rated contacts can be incorrect

source data embed code permalink Indo
\ J

——
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Reporting Abuse

x
Abuse Contact Finder (2001:67c:208:/48) ID ® .

Emai-Comact

abuse@ripe.net

Contact-Quality-Rating
WNNNNX

This contact can be used 10 report abuse,

Show Complete Details R

Jinfo for Resource Holders i

Showing results for 2001:67¢:208: /48 as of 2013-08-30 14:39:00 UTC

&) D Beta status: Please note that even highly rated contacts can be incomect

source data embed code permalink Indo

e

Details about the resource and abuse contact:

MShow Comgiote Details

Detals

183.0.18.0-193.0.21.255+

abuse® ripe.net fom abuse contact role

Tha rescurce his oo denified 10 De related 10 this Flormation
RIPE NCC P1 Allocation

Hold by
na«

AR RF's Whols
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RIPE Atlas




Overview 2 - RIPE Atlas %

RIPE Atlas

e Introduction to RIPE Atlas
e Using RIPE Atlas as a Visitor

e Looking up Public Probes
* Finding Results of Public Measurements
 Creating a Measurement
e Demo: Create a Measurement
e Exercise C: Create a measurement
* Network Monitoring
e Exercise D: Using Streaming API
e Command-line Interface Toolset
e Exercise E: Using RIPE Atlas CLI
e More RIPE Atlas Features
e Take Part in the Atlas Community 48
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Introduction to RIPE Atlas

Section 5



Goals

e | earn how to use RIPE Atlas for network
monitoring and troubleshooting

e Get answers to your questions

a
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RIPE Atlas &

e ....Is aglobal, open, distributed Internet
measurement platform, consisting of
thousands of measurement devices that
measure Internet connectivity in real time
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Global active measurements platformd’

o Goal: View Internet reachabillity
* Probes hosted by volunteers

e Measurements towards root name servers

- Visualised as Internet traffic maps

e Users can also run customised measurements
- ping, traceroute, DNS & SSL/TLS, NTP and HTTP*

e Data publicly available
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RIPE Atlas in numbers: April 2016

® 9,400+ probes
e Countries: 184

* Originating ASNSs:

3,398 (IPv4) = 6,4% coverage
1,246 (IPv6) = 11,21% coverage

&
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RIPE Atlas Global Coverage

Ad e |

a —

:
®
LI

Leafiet | Tiles © Esrl — Esri, DeLorme, NAVTEQ

Connected: 9240 Abandoned: 1554
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Measurements Devices <%

e v1 & v2: Lantronix XPort Pro

e v3: TP-Link TL-MR3020 powered from USB
port

- Does not work as a wireless router

- Same functionality as the old probe

e RIPE Atlas anchor: Soekris net6501-70
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Most Popular Features &2

e Six types of measurements: ping, traceroute,
DNS, SSL/TLS, NTP and HTTP (to anchors)

e APIs and CLI tools to start measurements
and get results

e Streaming data for real-time results

e New: “Time Travel”, LatencyMON,
DomainMON

e Status checks (lcinga & Nagios)
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https://labs.ripe.net/Members/suzanne_taylor_muzzin/ripe-atlas-time-travel-is-here
https://labs.ripe.net/Members/massimo_candela/new-ripe-atlas-tool-latencymon
https://labs.ripe.net/Members/suzanne_taylor_muzzin/ripe-atlas-domainmon-is-here
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Using
RIPE Atlas As a Visitor

Section 6



Internet
ﬂ RIPE Atlas

About RIPE Atlas
Get Involved

Probes and Anchors

Measurements, Maps and Tools

Measurements
Internet Maps
Tools
Resources
RIPE NCC Members
My Atlas

Staff Pages

Internet Maps

DNS Root Instances

-
-
.
" X { e

Shows, for each probe, which root DNS
server instance the probe ends up
querying, when they ask a particular
root server. In other words, it shows the
“gravitational radius” for root DNS
server instances.

RTT to Fixed Destinations

Shows the colour coding for the RTT
value for the particular destination for
each probe. The minimum / average /
maximum values are based on standard
“ping” measurements.

Traffic Maps

Comparative DNS Root RTT

:; 8 .’ - 8

Shows a comparison of response time
for DNS SOA queries to all the root DNS
servers. For each probe, a marker
shows the "best” root server with colour
identifying the related minimum
response time.

Reachability of Fixed
Destinations

)J Rk, ¥our
L}v-

15 -,

o R * ,

Shows if the particular fixed destination
is reachable or not from each probe.
Red markers indicate that the specific
destination for these probes are
unreachable and green reachable.

Root Server Performance

This map shows the reply time to the
SOA query of a particular root DNS
server, over the selected transport
protocol (UDP, TCP or comparison of
the two) for each probe.
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Where is B-root?

We display measurement results from the last hour only.

<some 12 <200ms: o

Leaflet | Tles © Esri — Ess, DelLorme, NAVTEQ

———
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Probes per ASN (in RIPEstat)

RIPE Atlas Probes (MK) + -

Switch to table view
Found 37 RIPE Atlas probes in this network:

v Abandoned (17) V Connected (17) v Disconnected (3)

AP TR PR Py /lp\i?“(x sf-’—' ) T Cr N L
A negro’) e e e &

“ Map Satellite #5477

ol o Thessalomkl
A # g{ Beooa)\ovmn
' Map data €2016 Google Terms of Uso

B 2

Showing results for MK as of 2016-04-05 09:31:05 UTC

Google: ey .

Alard > , Report a map error

&
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Where we want to place probes

&
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Looking Up Public Probes

Section 7



Searching for probes

Filter based on
ASN, country,
location...

RIPE NETWORK COORDINATION CENTRE Search IP Adg

(. RIPE NCC e i

Manage IPs and ASNs > Analyse Participate > Get Support > Publications

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Probes

Probes
This is a list of all current RIPE Atlas probes, including information specific to each probe. More probes are continually
® Learn more about :?'H!It“.
e See the probes map
® Apply for your own probe
Filter by d/asndcountryp'description A’-’)‘ Status ;J IPWANG ;J ‘\!ly ('m.'ury ;J n-
Public Login to see more
Id ASN v4 ASN vé Country Description Connection Status —
6175 1103 1103 — SURFnet bv O 4weeks '
_
6146 60781 6078 — Leaseweb Network B.V. O 4 weeks -
S—
6152 28753 28753 —] Leaseweb Network B.V. O 4 weeks o'
613 3333 3333 — nl-ams-as3333-preprod O 4 weeks '
R
614 33280 33281 - Afilias O 4 weeks -
6112 7216 37216 - Delta Softmedia Ltd O 4 weeks -
6161 27843 27843 |‘| Optical Technologies O 4 weeks o
6142 63403 63403 k Afilias O 4 weeks -
6008 2607 260 - AA sk-bts-as2607 O 4 weeks o
6001 3333 3333 — AA nl-ams-as3333 O 4 weeks -
RS

L — e



Probe page

p You are here: Home > Analyse > Internet Measurements > RIPE Atlas > Probes > Probe #10010

Probe #10010 (Register) W= & 3 days, 9 hours
General Network Built-in Measurements User-defined Measurements 4680 #1 001 0
. : . Archinecture
General Information Connection & Traffic EH N
Id 10010 (@Bits/s_Packets/s MAC Address
F8:D1:11:A9:F3:2C
MAC F8:D1:11:A9:F3:2C
Address

Architecture tl-mr3020

Firmware 4680 (1070)
Version

Router Type
Bandwidth Not set
Limit

DNS Entry  Off

Shared Yes
Publicly

User Tags (A IEXTECECD

system (K2}
Tags (Rosolves AAAA Correcty | 1Pvé Works
(vt rrcTons

Management Sharing

Only the probe host is permitted to administer this probe.

25k W The displayed location is an
automatic best guess of the

: o8 00 12:00 city based on IP address.

By manually setting a more

. accurate location you can help
Connected Time €3 days, 9 hours to improve the usefulness and

_ —

Update Location (#

April May

e —
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Zoomable Ping Graph &

* Replace multiple RRD graphs: zoom in/out in time,
In the same graph

 Easier visualisation of an event's details

» Selection of RTT class (max, min, average)

oint resolution: no aggregation applled A2 00m out # cownload

12:00

Minimum Average Maximum  95th percentile

— RTT Min 0.582ms 0.62ms 0.65ms 0.64ms
— RTT Med 0.613ms 0.65ms 0.791ms 0.698ms
— RTT Max 0.673ms 0.77ms 1.63ms 0.862ms

o No data o =0% s >0% a >30% « >60% « 100% Pkt Loss o 0 Pkts sent

Showing results for 1001072 from 2015-06-22 06:21:40 UTC to 2015-05-22 14:17:42 UTC
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Finding Results of
Public Measurements

Section 7



Looking up Measurements Results

* https://atlas.ripe.net/measurements/

Manage IPs and ASNs > Analyse Participate > Get Support Publications About Us
RIPE Atlas S casurements > RIPE Atlas > Measurements
About RIPE Atlas >
Get Invoived >
Probes and Anchors >

Measurements, Maps and Tools v
Measurement . i
vieasurements Flter by target and/or descriptior Any Statu: j IPvarNG j All types - Of all time j n

nternet Maps

Q

Tools
Resources ’ Description Probes Time (UTC) « Status
RIPE NCC Members inog.net de-fra-as5580.anchors.atlas.ripe.net 0 2019-11-14 00:30 o
No Stop Defined
1411440 O ¥ de-muc-as5539.anchors.atlas... de-muc-as5539.anchors.atlas.ripe.net 0 2019-08-01 00:15 e}
No Stop Defined
3625872 C ¥ uk-lon-as5459.anchors.atlas... Traceroute measurement to uk-lon-as5459.anchors... Calculating...  2016-03-17 12:00 o
2016-03-21 12:00
3625873 C ¥ ca-mtr-as852.anchors.atlas.... Traceroute measurement to ca-mtr-as852.anchors.... Calculating... 2016-03-17 12:00 o
2016-03-21 12:00
5874 C ¥ it-mil-as16004.anchors.atla... Traceroute measurement to it-mil-as16004.anchor... Calculating... 2016-03-17 12:00 o
2016-03-21 12:00
5875 O ¥ nl-haa-as201682.anchors.atl... Traceroute measurement to nl-haa-as201682.ancho... Calculating...  2016-03-17 10:42 o

No Stop Defined

3625876 O ¥° nl-haa-as201682.anchors.atl... Traceroute measurement to nl-haa-as201682.ancho... Calculating...  2016-03-17 10:42 o
No Stop Defined




Available visualisations: ping

Probe

6019

e |ist of probes:

¢ ASN (v4)

* ASN (v6)
1143

3469

*

sortable by RTT I A —

I
(= - -

¢ Time
201505190923
201505190923
201505-1909:23
201505190923
200505190923
201505190923
2015405-1909:23
201505190923
201505-1909:23

2001505190923

X Urreacnabke

AN Q (Q
& 290

o

Gty

e Map: colour-coded
by RTT

. DeLoome. WA TEG. Tomiom, Momad. O, USGE, FAD. NP NRCAM. Gootiane. KAy ML

v

UNAL

KAZAKHSTAN

RAN

MONGCOLIA

CHINA
“
ol
¢q,
A

iNoia @ Q

PONAC0 Survey. B3 S, METL E98 O riory

o~5 R RSN
. = N i ototslaed. bt nettle adl beetl Dok hosetend - .4
y . - =1
. -
. : ' ¢ ' ¢ - e O
a e P Y [ . . R T IT T L3
-
T > %A 282 B -~ — — ' o s
- =
i & & 7 & 4 y & & 7 7 § 5 & 5 4 & 5 £ F
& £ & £ £ ¢ £ £ ¢ £ ¢ £ & £ £ £ & ¢ £ &
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Available visualisations: traceroute &
e List of probes, colour-coded number of hops

¥ www.seil.jp

* Traceroute paths map, geolocation using OpenlPMap:
github.com/RIPE-Atlas-Community/openipmap

olotype
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https://github.com/RIPE-Atlas-Community/openipmap

Available visualisations: DNS
* Map, colour-coded response time or diversity

>
L X
N S
53
YNt o
FINGLOM
POLAND
RO MY
Qs
SPAIN
Rl
A
oty
P
«n
ALGERIA LINYA
A N A ' A
MALI

UKEALNMNI

Q

Q

TURKEY

SAU

ARAHBIA

Q

MOy

URAL

KUDDIA

Q

ALT4, MONGOL]

KAZAKHSTAN

' 8

N o

7’
L
4

{
r
¥a

& e CH D

INDIA

i = Esrl Dolorme, NAVTEQ, TomTom, ntermap, IPC. USGS. FAOQ. NS, NRCAN, Geollase, Kadaster NI Ordeance Scrvey. Esrl Japan, MET), Exrd China fMong Xongl, &

<10ms W <20ms® <300 W <omsP <soms W <100ms MW <200ms W <3000 W <500ms W Nobau.

e List of probes, sortable by response time

DNS measurement to ns1.opteamax.de

General Information Map Download Results Modification Log
Probe ¢ ASN (v4) ¢ ASN (v6) s s ¢ Time
17840 6327 L5 Y 20150519 09:38
o
18 8 - o
5844 a8 H o
7857 852 o
19894 6327 o
19204 21513 H o
15922 03¢ = o
L e —

20150515 0%:50
2015-05-1509:49
2015-05-1509:48
2015-05-1909:37
2015-05-19 09:36
2015-05-19 09:50
2015-05-19 09:47

mull
rwll
rwll
rwll
rull
null
null

null

¢ Name ¢ Response Time

1
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Downloading Measurements Results &

O CI |Ck O n m S m , th e n & DNS measurement to j.root-servers.net

General Information Probes Map

N D OW n I O a d 7 Download the raw measurement result data here.

You can use this form to download the data through your browser, or use the preview on the right to help you query
the REST API directly.

. Start 201505-11 (start time of this measur * .
r Date*: URL Preview

Al dates are start-of-day
https://atlas.ripe.net/api/vi/neasurement /1

Stop 20150511 (start time of this measun = 999499/ result/?7start=14313024204stop=1431238

. O r AP I ::m . All dates are e.’r.d-of-Cf:c?y —
e Results in JSON

* Libraries for parsing
on GitHub
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Search for Measurements by Target in RIPEstat @j

RIPEstat — Internet Measurements and Analysis

e S P ey

Go to “RIPEstat > ~ RIPE Atlas Measurement Targets (8.8.8.8)
“RIPE Atlas Activity” |

8.8.8.8

Show [ 10 %] targets/page Search:
:\[/I)easurement + Stopped + Type $ ;I"Darget ¢ Target Hostname
3 . le-public-dns-
1040720 @ ongoing ping SlHIs OO0 EeDUDRCCE
a.google.com
1006491 @& ongoing traceroute 8.8.8.8  not specified
1006192 (@& ongoing ping 8.8.8.8 not specified
1004827 @ ongoing traceroute 8.8.8.8 not specified
1002630 ‘@& ongoing ping 8.8.88  notspecified
2014-02-24 ,
1478085 & 13:41 UTC dns 8.8.8.5 not specified
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Finding one specific measurement

* |[f you know the measurement ID:

- https://atlas.ripe.net/measurements/ID

- https://atlas.ripe.net/measurements/2340408/

¢
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Use Existing Measurements

e Many measurements already running!

e Search for existing public measurements
first...

e Only then schedule your own measurement
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Creating a Measurement

Section 8



Prerequisites

e RIPE NCC Access account ?

- If not, create one: ripe.net/reqister

e Do you have credits to spend?

- Redeem voucher “Vienna2016 ” online:

https://atlas.ripe.net/user/credits/?page=2#!redeem

e Redeem LIR credits monthly

76


http://ripe.net/register
https://atlas.ripe.net/user/credits/?page=2#!redeem

Logging In

e Log in to atlas.ripe.net

- Use your RIPE NCC Access account

- Same account for LIR Portal, RIPE Atlas, RIPEstat,
RIPE Labs...

- Create an account if you don't already have one

AT :/ (& RIPENCC

| WekometomPEAsast |
With your help, the RIPE NCC s bedding % con 9397
~ »3e A L w\ vt ement 3 . . .
-stonama ' proay uneirg . Sign in using your RIPE
= e T Reswits cotected per second 3737 NCC Access account

Get Support

a4


http://atlas.ripe.net

Create a Measurement Using the GUI &

e Periodic, long-term measurement

- Single measurement? Choose “one-off”

e Choose type, target, frequency, number of
probes, region...

e You will spend credits

e Each measurement: unique 1D

/8



Credit System

e Measurements cost credits

- ping = 10 credits, traceroute = 20, etc.

e \Why”? Fairness and avoid overload
e Hosting a probe earns credits

e Earn extra credits by:
- Being a member
- Hosting an anchor

- Sponsoring probes
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Credits

You are here: Home > Analyse > Internet Measurements > RIPE Atlas > My Atlas > My Credits

:PEI::SM <: Account Information | 3 5 : 1 O 7, O 4 6

This is where you're able to view the history of your credit use

Get ivoived ’ There are visualisations available, and you can also transfer 1. 760.00 credits / hour
Results > credits to someone else. !

(8] History L Charts & Archives = Transfer

Probes

Measurements

Credits
APl Keys

Account Balance
Messages Daily account balance over time

Ambassador Prob

LR Benefits N

Claim 1 Million Credits 3I0M

IPv6 Connectivity Test

o
a o
Quick Look E 20M
3
Settings “
10M
oM
30. Mar 6. Apr 13. Apr 20. Apr 27. Apr 4. May 11. May 18. May
® Account Balance
L — R ——

80



%

DEMO

Create a Measurement (GUI)
Explore advanced parameters




%

Create a Measurement

Exercise C



Tasks
e Create a TCP traceroute measurement:

- Involving 10 probes

- The closest five to the training course location (Vienna)
- To a target of your choice

- Duration of two days

- Repeated every 60 seconds

&
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Network Monitoring

Section 9



Network Monitoring &

e Tools to monitor network health
- Nagios & Icinga
* Tools receive input from RIPE Atlas via the API

e Benefits:

- Pings from 1000 out of thousands of probes worldwide
- See your network from the outside

- Plug into your existing practices
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Steps for integration &2

1. Create a RIPE Atlas ping measurement

2. Go to “status checks™ URL (RESTful API call)

- https://atlas.ripe.net/api/v1/status-checks/2340408/?
median_rtt_threshold=10

- https://atlas.ripe.net/docs/status-checks/

3. Add your alerts in Nagios or Icinga

- Make use of the built-in “check_http” plugin

- https://qgithub.com/RIPE-Atlas-Community/ripe-atlas-
community-contrib/blob/master/ .
scripts_for_nagios_icinga_alerts ‘@3

PR <" ICINGA

www.icingo.org
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https://atlas.ripe.net/api/v1/status-checks/2340408/?median_rtt_threshold=10
https://atlas.ripe.net/docs/status-checks/
https://github.com/RIPE-Atlas-Community/ripe-atlas-community-contrib/blob/master/scripts_for_nagios_icinga_alerts

RIPE Atlas streaming

e Recelve measurement results - in real time

- Publish/subscribe through web sockets

e Three types of data:

- Measurement results
- Probe connection status events

- Measurements metadata

&
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RIPE Atlas streaming &
* Visualising network outages

-http://sg-pub.ripe.net/demo-area/atlas-stream/conn/

e Real-time server and performance monitoring

* Filtering and reusing measurement results

- https://atlas.ripe.net/docs/result-streaming/
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http://sg-pub.ripe.net/demo-area/atlas-stream/conn/
https://atlas.ripe.net/docs/result-streaming/

How it Works (Client)
1.Create a socket

2.Create a callback (function)

- for each event type

- to be executed for each message received

3.Start listening to the channel

4.Declare what you want to receive for that
event type
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Using streaming API

Exercise D



EX1: Monitoring server reachability &

e Scenario: customers complaining it takes long
time to reach your server

e Action: ping your server from 500 probes

- what is an acceptable latency threshold?

- notice and react when you start receiving samples

e Task: Use the ping measurement |ID 2340408
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Steps

1.Goto
http://atlas.ripe.net/webinar/streaming01.html

2.0pen the development console
3.Walit for results to arrive
4.Save the HTML file locally and edit the code

&
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http://atlas.ripe.net/webinar/streaming01.html

before

untitled

<head>
<title>Streaming exercise 0l</title>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
z/head>
<body>
<div>Current maximum RTT: <b><span id="output">nothing yet</span></b></div>
<div>0Open the source code to see how it works. Create your tool/visualisation with the RIPE Atlas streaming!</div>

y “They=
00Qy>

</ JuYy-
J

://stat.ripe.net/widgets/lib/jis/jquery/jquery-1. 5'"></

< ="https://atlas-stream.ripe.net/socket.io.js"></
< DT>
var $outputDiv = $("#output");

var socket = io("https://atlas-stream.ripe.net", { : "/stream/socket.io" }):

socket.on("atlas_result”, function(result){
console.log("I received ", result);
if (result.hasOwnProperty(“max")) {
$outputDiv.html(result["max"]);

};

socket.emit("atlas_subscribe", {

>







Page Source

800 /') view-source:sg-pub.ripe . X VR Lij
~ < C A [ view-source:sg-pub.ripe.net/webinar/streaming01.htm| QA O 9

1

2 | <html>

3 <head>

4 <title>Streaming exercise 0l</title>

5 <meta charset="UTF-8">

6 <meta name="viewport" content="width=device-width, initial-scale=1.0">

7 </head>

8 <body>

4 <div>Current maximum RTT: <b><span id="output”>nothing yet</span></b></div>

—
o

1"
12
13
14
15
16
17
18
19

EEYLEELBRB2EBIIIRRBRES

40

<div>Open the source code to see how it works. Create your tool/visualisation with the

RIPE Atlas streaming!</div>
</body>

<script src="

"></script>

<!-- The following file is needed for the streaming -->

<script src="https://atlas-stream.ripe.net/socket.io.js"></script>

<script>

var $outputDiv = §("#output”);

// Create a connection
var socket = io("https://atlas-stream.ripe.net”, { path : "/stream/socket.io" });

// Declare a callback to be executed when a measurement result is received
socket.on("atlas_result"”, function(result)(

console.log("I received ", result); // Print the result in the console

if (result.hasOwnProperty(“"max")) {
$outputDiv.html(result["max"]); // Print the result in the html page
}

}):

// Subscribe to results coming from all the probes involved in the measurement 2340408
socket.emit("atlas_subscribe”, { stream_type: "result”, msm: 2340408 });

</script>

</html>
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Example of results

Q Elements Network Sources Timeline Profiles Resources Audits | Console| Angular)S

© 7 <topframe> v [_JPreserve log

Filter |l:lRegex m Errors Warnings Info Logs Debug (O Hide network messages

XHR finished loading: GET "http://atlas-stream,ripe.net/stream/socket,io/7EI0=2&transport=
XHR finished loading: GET "http://atlas-stream.ripe.net/stream/socket.io/?EIO=2&transport=polling&t=1431095373739-1&sid=eBOkM72fWFT2c-ScAAaH".

I received » Object (af: 4, prb_id: 16669, result: Array[3], ttl: 42, avg: 326.841.)}

I received P Object {af: 4, prb_id: 16669, result: Array[3], ttl: 42, avg: 325.7933333333.}
I received W Object {af: 4, prb_id: 16669, result: Array[3], ttl: 42, avg: 326.048.)

I received P Object (af: 4, prb_id: 16669, result: Array(3], tti: 42, avg: 327.3253333333.}
I received » Object {af: 4, prb_id: 15965, result: Array[3], ttl: 45, avg: 47.6313333333..}
I received P Object {af: 4, prb_id: 15965, result: Array[3], ttl: 45, avg: 47.6996666667..}
I received P Object (af: 4, prb_id: 15965, result: Array[3], ttl: 45, avg: 47.4816666667..}
I received P Object {af: 4, prb_id: 19566, result: Array[3], ttl: 40, avg: 47.054.}

I received W Object {af: 4, prb_id: 18566, result: Array[3], ttl: 40, avg: 47.8626666667.}
I received » Object (af: 4, prb_id: 18566, result: Array[3], ttl: 40, avg: 47.5946666667..)
I received » Object {af: 4, prb_id: 19566, result: Array[3], ttl: 40, avg: 47.5003333333..}
I received W Object {af: 4, prb_id: 18311, result: Array[3], ttl: 49, avg: 32.577..}

I received » Object (af: 4, prb_id: 18311, result: Array[3], ttl: 49, avg: 34.0843333333.)
I received » Object {af: 4, prb_id: 18311, result: Array[3], ttl: 49, avg: 32.7513333333..}
I received P Object {af: 4, prb_id: 16018, result: Array[3], ttl: 46, avg: 182.4463333333.}
I received » Object (af: 4, prb_id: 16010, result: Array[3], ttl: 46, avg: 193.9953333333.}
I received P Object {af: 4, prb_id: 16018, result: Array[3], ttl: 46, avg: 182.2913333333.}
I received W Object {af: 4, prb_id: 16018, result: Array[3], ttl: 46, avg: 191.6183333333.}
I received » Object (af: 4, prb_id: 14918, result: Array[3], ttl: 49, avg: 34.817.}

I received P Object {af: 4, prb_id: 14918, result: Array[3], ttl: 49, avg: 35.0093333333..}
I received W Object {af: 4, prb_id: 14918, result: Array[3], ttl: 49, avg: 35.8843333333.}
I received » Object {af: 4, prb_id: 20668, result: Array[3], ttl: 45, avg: 38.8846666667..)
I received » Object {af: 4, prb_id: 28668, result: Array[3], ttl: 45, avg: 38.8626666667..}
I received » Object {(af: 4, prb_id: 28668, result: Array[3], ttl: 45, avg: 38.8806666667.}
I received » Object {af: 4, prb_id: 6093, result: Array[3], ttl: 49, avg: 128.7273333333..)
I received P Object {af: 4, prb_id: 6€93, result: Array([3], ttl: 49, avg: 128.7373333333..}
I received W Object {af: 4, prb_id: 6893, result: Array[3], ttl: 49, avg: 128.8883333333.}
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EX2: Monitoring server reachability &

* |[magine you are in the situation described in
the exercise before, but you didn’t schedule a
measurement in advance

- You don’t have a measurement ID

e You want to get all the measurements
reaching 193.0.10.197

* Now restrict the results to just include ping
measurements
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Hint for EX2

socket.emit("atlas subscribe”, {

stream_type: "result’,
msm: "2340408",

type: "ping”,
destinationAddress: “"193.0.10.197"

});

e Documentation:

- https://atlas.ripe.net/docs/result-streaming/
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C%

Command-line Interface
(CLI) Toolset

Section 10



RIPE Atlas CLI

* Network troubleshooting for command line
pros

e Familiar output (ping, dig, traceroute)
e Linux/OSX

- http://ripe-atlas-tools.readthedocs.org/en/latest/
installation.html#requirements-and-installation

e \Windows [experimental]

- https://qithub.com/chrisamin/ripe-atlas-tools-win32
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RIPE Atlas CLI &

e Open source

- RIPE NCC-led community contribution

e Documentation

- https://ripe-atlas-tools.readthedocs.org/

e Source:
- https://github.com/RIPE-NCC/ripe-atlas-tools/
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Install RIPE Atlas tools <%

e OSX:

- sudo easy install pip

- sudo pip install ripe.atlas.tools

* Linux:
- avallable from many package repositories

- or same as in OSX
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Install RIPE Atlas tools (L) &

e sudo easy Install pip

e sudo pip install ripe.atlas.tools
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Configure RIPE Atlas CLI )
e Use the API key

- Create it at https://atlas.ripe.net/keys/
e Configure your CLI

- ripe-atlas configure --set authorisation.create=MY_API| KEY
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Create API Key

e Go to MyAtlas
e Click on “Create an API| Key”

e Choose type: “create a new user-defined
measurement”

* “Object” is not applicable (N/A) for this type

e Gjive it a label



Task 1.2: Create APl Key (cont’d)

e Give it duration of validity (or empty if default

value)

* “"Key” value will be passed on to the API call

RIPE Atlas «
About RIPE Atlas > API K
Get Involved > y
Results >
My Atlas R Key Created
Probes
Mﬁﬂﬁ“fements ﬁ"*':*?'; 3¢ v—-if‘.f—?T- 2013‘01'31
9767-fb48efdabel12 13.05 UTC
Credits
@5bab46b-abf1-4f01-8bf1- 2013-01-31
AP| Keys 5267a9dd56ce 12:52 UTC
Messages (81 new) 9788b7e0-9d4b-4787- 2013-01-11

Anchors 8a42-1ceBi2i2e929 1453 UTC

+~ Permission

Download results of a user
defined measurement

Download results collected by
a specific probe

Download results of a user
defined measurement

<+ Create an API key
Object Label Valid Valid Enabled
From To
1002953 | v
b.hosteddnsservice.com
13: k13 v
1002676 | v

www.google.com



Fetch an existing measurement %
e Fetch the ping measurement 2340408

- ripe-atlas report 2340408
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Search probes &2
e Search all probes in AS 3333

- ripe-atlas probes --asn 3333

e Show specific fields

- ripe-atlas probes --asn 3333 --field asn_v6 --field country
--field is_public --field description --field status

e Search for probes in and around Paris

- ripe-atlas probes --location "Paris, France" --radius 15
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Create a measurement
e Create a ping measurement to wikipedia.org

- One-off, default parameters

- ripe-atlas measure ping --target wikipedia.org

Looking good!

Connecting to

.48
48
48

148

;48

;48

;48

;48

;48

;48

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from
from
from

Your measurement

stream...

probe
probe
probe
probe
probe
probe
probe
probe
probe
probe

#18433
#20111
#25003
#20313
#22573
#19413
#18635
#23223
#17511
#12584

94.112.176.45
37.151.230.18@
176.193.48.211
5.199.160.9
89.176.43.44
89.71.47.56
78.52.132.137
62.65.126.46
87.81.148.2
46.175.22.202

was created and details

https://atlas.ripe.net/measurements/3499718/

to
to
to
to
to
to
to
to
to
to

91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192
91.198.174.192

about

it can be found here:

(91.198.174.192):
(91.198.174.192):
(91.198.174.192):
(91.198.174.192):
(91.198.174.192):
(91.198.174.192):
(91.198.174.192):
(91.198.174.192):
(91,198.174,192):
(91.198.174.192):

tt1=50
tt1=57
tt1=59
tt1=58
ttl=52
ttl=51
tt1=57
tt1=53
ttl=56
tt1=59

times:41.979,
times:100.511,
times:47.967,
times:36.501,
times:28.747,
times:49.89,

times:37.462,
times:23.169,
times: 13,281,
times:36.073,

41.492,
100.136,
47.476,
36.245,
27.712,
49.779,
38.095,
23.412,
1208850
35.788,

40.769,
190.325,
47.403,
36.285,
28.446,
50.277,
37.73,
33.067,
13.039,
35.883,
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Other examples of ping &2
e Geo-specific from 20 probes from Canada:

- ripe-atlas measure ping --target example.com --probes 20
--from-country ca

e 20 Canadian probes that definitely support
IPVOG:

- ripe-atlas measure ping --target example.com --probes 20
--from-country ca --include-tag system-ipv6-works

e Create a recurring measurement:

- ripe-atlas measure ping --target example.com --interval
3600
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Using RIPE Atlas CLI

Exercise E



Search probes &2

e Use the traceroute command to test the
reachability of wikipedia.org on TCP port 443
from 20 probes in France

e Render the results collected in the previous
exercise In json format
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More RIPE Atlas Features

Section 11




Secure Measurement creation and sharing

e Use API keys to:

- Create measurements without logging in

- Securely share your measurement data with others

e To create, manage and delete API keys:

- https://atlas.ripe.net/keys/

- https://atlas.ripe.net/docs/keys2/

e Examples:

- https://atlas.ripe.net/docs/rest/
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Security Aspects &

e Probes:

- Hardware trust material (regular server address, keys)
- No open ports; initiate connection; NAT is okay
- Don't listen to local traffic

- No passive measurements

* Measurements triggered by “command servers”

- Inverse ssh tunnels

e Source code published
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Additional Membership Benefits &

e RIPE Atlas:

- Guaranteed to host a probe

- Do NOT have to host probe to perform customised
measurements

- 1,000,000 extra credits monthly via LIR Portal
- “Quick Look” measurements via LIR Portal
- IPv6 reachability testing (free)

- Share probe management with LIR colleagues

e R|PEstat:

- Historical view of RIPE Database objects
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C%

Take Part in the
RIPE Atlas Community

Section 12



RIPE Atlas community (part 1) %

* \/olunteers host probes in homes or offices
e Organisations host RIPE Atlas anchors

e Sponsor organisations give financial support
or host multiple probes in their own networks
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RIPE Atlas community (part 2) &

e Ambassadors help distribute probes at
conferences, give presentations, etc.

e Developers contribute free and open software

e Network operators create measurements to
monitor and troubleshoot

e Researchers and students write papers
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Hosting a probe &

e Create a RIPE NCC Access account
* Go to https://atlas.ripe.net/apply

* You will receive a probe by post

e Register your probe

e Plug in your probe

* |f you receive a probe from an ambassador
(trainer, sponsor, someone at a conference),
just register it and plug it in!
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Contact us
e https://atlas.ripe.net

e http://roadmap.ripe.net/ripe-atlas/

e Users’ mailing list: ripe-atlas@ripe.net

e Articles and updates: https://labs.ripe.net/atlas

e Questions and bugs: atlas@ripe.net

o Twitter: @RIPE_Atlas and ;

H

'RIPEAtlas
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Questions 0



&

RIPE NCC

Academy

Graduate to the next level!

http://academy.ripe.net
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Feedback!
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